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Overview 

 

Mobile Solutions versions 7.6.21 and later have the ability to encrypt communications between 

the software and the database layers of the application using an SSL cert of any desired length.  

The software will passively encrypt communications regardless of any settings, but more 

options are available for increased security. 

 

Creating a certificate on the server 

 

By creating a certificate for your SQL server, you can specify a particular certification to use, 

rather than a randomly generated cert.  This section describes how to go about creating a self-

signed cert, and configuring SQL Server to use the cert. 

Creating a self-signed cert 

 

1. Open IIS and select the root server from the navigation on the left 
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2. Open the Server Certificates area 

 
3. Click the “Create Self-Signed Certificate...” link from the actions menu on the right 

4. Enter a name for your cert 

 
5. The cert is now automatically installed in your cert store 

Export the cert for clients 

 

Client machines may enable options requiring that server certs be trusted, or they will not 

connect.  In order for a client to trust a server’s cert, the server must first create a cert file, and 

the client must trust it.  This is a manual process, and the cert file is recommended to be sent to 

client PCs via E-Mail or flash drive.  This section outlines how to export the cert to a file. 

1. From the IIS Certifications page, right click the cert that you wish to export from the list 

 
2. Select “Export...” from the drop down 
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3. Select an export location to create the file, and create a password.  Each client installing 

this cert will be required to know the password you enter here. 

 
4. You can now send the pfx file to the desired clients 

Configuring SQL Server to use the cert 

 

If your IIS and SQL Server are on the same PC/Server, then the cert will automatically be 

installed in the store.  If your SQL Server and IIS Server are different physical devices however, 

you will need to install the cert onto the SQL Server computer.  See the client cert installation 

section for details on installing the cert from the cert file. 

1. Open the Sql Server Configuration Manager, and select the protocols for your SQL 

server 
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2. Right click “Protocols for <servername>” and select properties 

 
3. Open the Certificate tab, and use the drop down to select the cert you created earlier.  

This will only display certs already installed into the computer’s cert store. 

 
4. Click OK.  You will get a warning stating that you need to restart SQL Server. 

5. Restart SQL Server by doing one of the following 

a. Reboot the computer 

b. Restart the windows service named “SQL Server (<instancename>)” 

c. Open SSMS, connect to the server, right click the server instance in the 

navigation and select “Restart” 

d. IMPORTANT NOTE: Sometimes when attempting to restart the service after 

selecting the cert, the service will be unable to start due to user rights.  It is often 

necessary to enter the windows services page and select a new user with higher 

rights to run the SQL Server instance. 

Using certificate on client computers 

 

In order for a client and server computers to have the same certs installed, the .pfx file must be 

installed on the local client.  The only two things you need for this are the actual PFX file, and 

the password that the creator used to export it. 
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Installing a cert into the cert store on a client computer 

 

1. Start by double-clicking the cert file on the local PC 

 
2. Click Next when prompted about installing certs 

3. Click Next when prompted to enter the cert location (it’s already entered) 

4. Type in the password that was used during the export and click Next 

 
5. Select “Place all certificates in the following store” radio option, then select “Trusted Root 

Certification Authorities” from the browse menu.  Then click Next. 

 
6. Click Finish on the verification screen 

7. You will likely get a security warning since this will likely be a self-signed cert.  Click Yes 

to accept the cert. 

Enabling “Required Trusted SSL Cert” on Mobile Solutions 

software 
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Mobile solutions software released after 7.6.21 have checkboxes on their database connection 

pages that allow you to “Require Trusted SSL Certs”.  This means that when you check this 

check box, the client software using this connection will refuse to connect to the server, unless 

the server is using one of the certs installed in the local PC’s cert store.  This may seem like a 

backwards concept at first.  But it is used to prevent a hacker from impersonating the SQL 

server with another server aliasing the same name. 

1. Open the database connection page in any client-side software in Mobile Solutions 

 
2. Check the Require Trusted SSL Cert option 

 
3. Test the connection, or click OK.  If the cert verification fails, you will receive a message 

stating that something went wrong and needs to be diagnosed. 

 

 


