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President and Integration Specialist at Casco Systems., the Control & Automation Solutions 
Company.  &ÏÒ ÔÈÅ ÐÁÓÔ ΧΫ ÙÅÁÒÓ #ÁÓÃÏȭÓ ÔÅÁÍ ÏÆ ÅÎÇÉÎÅÅÒÉÎÇ ÁÎÄ ÉÎÔÅÇÒÁÔÉÏÎ ÓÐÅÃÉÁÌÉÓÔ ÈÁÖÅ ×ÏÒËÅÄ 
extensively providing solutions to the power generation and transmission industry. Today we offer a 
range of services for protection, control, automation, integration and operational technology 
applications.

First I would like to thank our hosts from the University of Maine for the opportunity to be here today 
and our sponsors from the Maine IEEE & OMICRON for their generous support.  Most importantly I 
would like to thank you, the attendees, for helping to make this a successful and informative event.

Like most of you here today our focus at Casco is on the power industry.  We are excited by the 
ÐÒÏÓÐÅÃÔ ÏÆ ÅÍÐÌÏÙÉÎÇ ÔÅÃÈÎÏÌÏÇÙ ÉÎ ÁÎ ÉÎÔÅÌÌÉÇÅÎÔ ×ÁÙ ÔÏ ÁÄÄÒÅÓÓ ÔÈÅ ÉÎÄÕÓÔÒÙȭÓ ÎÅÅÄ ÆÏÒ ÁÄÖÁÎÃÅÄ 
automation, protection, control and security solutions.  Our topic for this conference, IEC-61850, is a 
technology that will enable the industry to provide more efficient, reliable and secure power delivery 
& production.

This morning I plan to share with you some of the lessons learned as Casco Systems developed a new 
ÁÕÔÏÍÁÔÉÏÎ Ǫ ÉÎÔÅÇÒÁÔÉÏÎ ÐÌÁÔÆÏÒÍ ÆÏÒ #ÅÎÔÒÁÌ -ÁÉÎÅ 0Ï×ÅÒ #ÏÍÐÁÎÙȭÓ ÎÅØÔ ÇÅÎÅÒÁÔÉÏÎ ÓÕÂÓÔÁÔÉÏÎȢ  
This journey began over six years ago when Casco was selected as the system integrator for the 
Maine Power Reliability Program  (MPRP).  Along with our associates at Relay Application 
)ÎÎÏÖÁÔÉÏÎȟ "ÕÒÎÓ Ǫ -Ã$ÏÎÎÅÌÌ ÁÎÄ #-0ȭÓ 0ÒÏÔÅÃÔÉÏÎ Ǫ #ÏÎÔÒÏÌ %ÎÇÉÎÅÅÒÉÎÇ $ÅÐÁÒÔÍÅÎÔȠ ×Å ×ÅÒÅ 
tasked with not only developing a platform with enhanced functionality, but also implementing new 
and evolving technology used to underpin the entire system.  The core of this platform, as John 
Freeman explained, was based on the IEC-61850 standard which we will discuss, and Alex will review 
in detail later today.

The goal of my presentation is to review many of the Ȱ,ÅÓÓÏÎÓ ,ÅÁÒÎÅÄȱ as we executed the design, 
programming and testing of 345/115kV bulk power substations for MPRP.  To best illustrate the 1



lessons learned, I will present a series of questions that were answered during the 
development, implementation and commissioning process.  These questions and the 
corresponding answers embody the lessons learned over the course of this five year, 
$1.4B project; and subsequent projects that were constructed using the resulting 
reference design.
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So what exactly is IEC-61850?

Thefollowing is a brief overview of the IEC-61850 standard which will be covered in 
greater detail by Alex later today.
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In a complicated industry with many facets, it is useful to put 61850 and other 

standards into context.  The IEC has developed a graphical overview of the 

more than 300 standards that apply to ñSmart Gridò applications.  This 

Reference Architecture may be found online at 

http://smartgridstandardsmap.com. 

With this tool you are able to identify any given standard in relation to its role 

within the Smart Grid. The map defines the entire industry from generation 

through consumption on the horizontal axis, and from markets to field devices 

along the vertical.

The stated goal of this map is to allow users to ñEasily and instantly identify 

the standards that are needed for any part of the Smart Grid ïno need to 

be a standards expertò. While I question the later part of that statement, this 

graphic does a great job of defining the use cases each standard addresses 

and can be filtered to show the portions defined by 61850.
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IEC-61850 is a communication and engineering standard for electrical 

substation automation systems. It defines a common set of features and 

functions that allow interoperability between different vendors and products.  

This view of the reference architecture diagram filters out areas not directly 

impacted by 61850. As you can see the standard touches upon a wide cross 

section of the industry but is primarily focused on the Operation, Field, Station 

and Process levels.
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So what exactly is IEC-61850?  Is it a Modbus or DNP style communication 

protocol on steroids, a design standard, or something else altogether?

The first "Lesson Learned" was that IEC 61850 offers a complete set of 

specifications covering all communication issues inside a substation.  The 

objective of the IEC group that developed and continues to enhance 61850 

was to specify requirements and to create a framework necessary to achieve 

interoperability between IEDs designed by different suppliers.  So the IEC-

61850 standard is much more than just a communication protocol such as 

DNP3 or Modbus. IEC-61850 comprehensively defines the engineering 

process, data and service models, conformance testing, and the entire 

communication process within substations.

Included in the standard are a station data model and multiple messaging 

services to address the needs of different applications within a typical 

substation.  In short, IEC-61850 is much more than a protocol.  It is a 

standard that defines a communication approach for electrical substations 

which includes data modeling, a family of protocols, and associated 

performance requirements.

Weôll look at each of these aspects of IEC-61850 briefly and then review many 

of the Lessons Learned along the way.
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NOTES ON IEC-61850 STANDARD UPDATES

Per the IEC website the most recent release of the standard is the IEC 

61850:2016 SER series which has the following sections.  

Å IEC TR 61850-1:2013
Å IEC TS 61850-2:2003
Å IEC 61850-3:2013 
Å IEC 61850-4:2011 
Å IEC 61850-5:2013 
Å IEC 61850-6:2009 
Å IEC 61850-7-1:2011 
Å IEC 61850-7-2:2010
Å IEC 61850-7-3:2010
Å IEC 61850-7-4:2010 
Å IEC 61850-7-410:2012+AMD1:2015 CSV 
Å IEC 61850-7-420:2009
Å IEC TR 61850-7-510:2011
Å IEC 61850-8-1:2011
Å IEC 61850-9-2:2011
Å IEC PAS 61850-9-3:2015
Å IEC 61850-10:2012
Å IEC TS 61850-80-1:2008
Å IEC TR 61850-80-3:2015
Å IEC TS 61850-80-4:2016
Å IEC TR 61850-90-1:2010
Å IEC TR 61850-90-2:2016
Å IEC TR 61850-90-4:2013
Å IEC TR 61850-90-5:2012
Å IEC TR 61850-90-7:2013
Å IEC TR 61850-90-8:2016
Å IEC TR 61850-90-12:2015

Technical Specifications (TS)- Technical Specifications are often published when the subject under question is still under 
development or when insufficient consensus for approval of an International Standard is available.  Technical Specifications 
approach International Standards in terms of detail and completeness, but have not yet passed through all approval stages 
either because consensus has not been reached or because standardization is seen to be premature.

Technical Reports (TR) - Technical Reports contain collected data of a kind different from that normally published as an 
International Standard, for example data obtained from a survey carried out among national committees, data of work in other 
international organizations or data on "the state of the art" in relation to standards of national committees on a particular
subject.

A Publicly Available Specification (PAS) is a publication responding to an urgent market need, representing eithera consensus 
in an organization (e.g. manufacturers or commercial associations, industrial consortia, user group and professional and 
scientific societies) external to the IEC or a consensus of experts within a working group.
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Key features of IEC 61850 from the IEC website:
As in an actual project, the standard includes parts describing the requirements 
needed in substation communication, as well as parts describing the specification 
itself. The specification is structured as follows:

ÅAn object-oriented and application-specific data model focused on 

substation automation.  This model includes object types representing 

nearly all existing equipment and functions in a substation ïcircuit breakers, 

protection functions, current and voltage transformers, waveform 

recordings, and many more.

ÅCommunication services providing multiple methods for information 

exchange. These services cover reporting and logging of events, control of 

switches and functions, polling of data model information.

ÅPeer-to-peer communication for fast data exchange between the feeder 

level devices (protection devices and bay controller) is supported with 

GOOSE (Generic Object Oriented Substation Event).

ÅSupport of sampled value exchange.

ÅFile transfer for disturbance recordings.

ÅCommunication services to connect primary equipment such as instrument 

transducers to relays.

ÅDecoupling of data model and communication services from specific 

communication technologies.

ÅThis technology independence guarantees long-term stability for the data 

model and opens up the possibility to switch over to successor 

communication technologies.  Today, the standard uses Industrial Ethernet 

with the following significant features:

o 100 Mbit/s bandwidth

o Non-blocking switching technology

o Priority tagging for important messages

o Time synchronization of 1 ms

ÅA common formal description code, which allows a standardized 
representation of a systemôs data model and its links to communication 
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services.  This code, called SCL (Substation Configuration Description 

Language), covers all communication aspects according to IEC 61850. 

Based on XML, this code is an ideal electronic interchange format for 

configuration data.

ÅA standardized conformance test that ensures interoperability between 

devices.  Devices must pass multiple test cases: positive tests for correctly 

responding to stimulation telegrams, plus several negative tests for ignoring 

incorrect information.

IEC 61850 offers a complete set of specifications covering all communication 

issues inside a substation.
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The Substation Data Model outlines a method for consistently defining data 
and attributes for any piece of equipment in the substation. The abstract data 
models defined in IEC 61850 can be mapped to any number of communication 
protocols.

As you can see from this graphic the Substation Data Model is used to represent real 
world, physical attributes of the substation in a virtual data structure.  This data 
structure can then be easily mapped into various communication protocols and 
devices for consumption. While legacy protocols have typically defined how bytes 
are transmitted on the wire, they did not generally specify how data should be 
organized in devices in terms of the application. 

This approach required engineers to manually configure objects and map them to 
variables and low-level register numbers, index numbers, I/O modules, etc. In this 
respect IEC-61850 is unique as in addition to the specification of the protocol 
elements (how bytes are transmitted on the wire), it provides a model for how power 
system devices should organize data in a manner that is consistent across all types 
and brands of devices. In theory this should eliminate much of the tedious system 
configuration effort because the devices can configure themselves and the data 
points are self-documenting. 

The IEC 61850 device model begins with a physical device. A physical device 
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is the device that connects to the communication network such as a protective 

relay or other IED. Within each physical device, there may be one or more 

logical devices. Each logical device contains one or more logical nodes. A 

logical node is a named group of data and associated services that is logically 

related to some power system function. For example there are logical nodes 

for protection, the names of which all begin with the letter ñPò,logical nodes for 

metering and measurement, the names of which all begin with the letter ñMò, 

and so on.  In this way an entire power system can be represented in a 

abstract data model.
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The abstract data models defined in IEC 61850 can be mapped to any number 

of protocols, including those defined in the standard.  Current mappings in the 

standard include:

ÇGOOSE (Generic Object Oriented Substation Event)

ÇMMS (Manufacturing Message Specification)

ÇSMV (Sampled Measured Values)

ÇFTP (File Transfer Protocol)

ÇHTTP (Web Services)

These protocols can run over TCP/IP networks using high speed switched 

Ethernet to obtain the response times appropriate for the application. This 

includes response times below four milliseconds necessary for protective 

relaying.
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The transmission times specified in the requirements column of this table are the 
maximum times allowed for a data exchange through a communications system. 

This term is vague but is usefully defined as the time duration between the action of 
communicating a value from the logic processing of one device to the logic 
processing within a second device as part of an application.   As you can see the 
maximum times varydepending on the response requirements of a particular 
application.

So in summary IEC-61850 is a standard that defines a communication 

approach for electrical substations including data modeling, a family of 

protocols, and associated performance requirements.
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So, what did we learn while applying IEC-61850 on multiple MPRP substations?
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Our experience on MPRP showed thatthe nature of the design shifted complexity 
from the physical to virtual realms.  While the hardware design was simplified the 
complexity of the network system and application software grew substantially.  For 
ÅØÁÍÐÌÅ ÍÏÓÔ ȰÅÑÕÉÐÍÅÎÔ ÔÏ ÒÅÌÁÙȱ ÁÎÄ ȰÒÅÌÁÙ ÔÏ ÒÅÌÁÙȱ ÉÎÔÅÒÃÏÎÎÅÃÔÉÏÎ ×ÉÒÉÎÇ ×ÁÓ 
eliminated, simplifying the hardware design, reducing cabling & component counts, 
and lowering installation costs.  

However at the same time all of this functionality needed to be recreated in the 
virtual realm by the use of GOOSE messaging.  IED settings now needed to 
incorporate messaging and logic to support the transfer of information and to allow 
for testing and maintenance features.

Of course with the Operational Technology Network (OT LAN) carrying this critical 
traffic, network design and redundancy became much more complex.  The OT LAN 
must be fault tolerant with no single point of failure and guarantee performance to 
meet the <4ms response times dictated by the protection requirements.
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An example of traditional,worse case hardwired implementations using cabling and 
serial connections is on the left.  An advanced, 61850 based system is shown on the 
right.  As you can see there are significant savings in wiring, components and 
complexity.
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